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1
Decision/action requested

In this contribution, we propose potential solutions to mitigate the GSMA referenced attacks.
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Rationale

GSMA LS [1] proposes to use full rate UP IP to mitigate attacks published in [2] and [3] (subsequent attacks based on attack published in [2]). Further discussing the GSMA LS [1], SA plenary tasked SA3 to [Report from SA#87-e on SA3 topics by SA3 Chairman]
Based on the analysis provided in S3-200695 in the last SA3 meeting, this contribution propose appropriate solutions to mitigate the identified attacks. Solution to mitigate the aLTEr attack [2] mitigates IMP4GT [3] if integrity protection is activated at UPIP, as the IMP4GT attacks exploit the same underlying issue of aLTEr attack [2]. 
Based on the discussion happened during the last SA3#98Bis-e meeting, the observations we derive is as follows;
Observation #1: SA3 specification does not have any data rate limitations on the requirement for UP IP

Observation #2: Many companies participated in the SA3#98Bis-e meeting supports option to disable UP IP, but they are considering different criteria to do so (capability, system performance, network policy, like so). Unless UP IP is activated for all the PDU sessions, the GSMA referenced attack is not mitigated.
Observation #3: If the network disables UPIP for a PDU session, then GSMA referenced attack is possible, SA3 need to mitigate the GSMA referenced threats, if the UP IP is disabled for a PDU session (irrespective of whatever criteria considered to disable UP IP)
Observation #4: GSMA referenced attack is not new to SA3, SA3 discussed similar attack for Relay Node (manipulation of Dst IP address) and TS 33.401 supports UPIP between RN and Donor eNB. However, SA3 identified several issues when specifying UP IP and mentioned a ‘Note’ like, implementation can honor the packets even if integrity check fails, as to maintain the system performance. Therefore, SA3 in collaboration with RAN WGs needs further study to implement UP IP properly in the upcoming releases. 
Based on the above observations, our proposals are: 

Proposal #1: SA3 needs to perform more study on the issues (like failure handling, failure reporting, performance analysis) in collaboration with other WGs to activate UP IP at full data rate in the upcoming releases for maintaining QoS/QoE.
Proposal #2: Considering the Rel-16 time limitation and the amount of work required on further study in activating UP IP at full data rate properly, SA3 need to identify interim solutions for Rel-16 on how best the threats (on DNS and ICMP) can be mitigated when UP IP is disabled.
Proposal #3:  Current 64 kbps UPIP capability is too limited. SA3 should decide to have more granularities for UP IP capabilities and should request RAN2/CT1 work on defining more granularity for UPIP data rates for Rel-16. 
Proposal #4:  Interim solutions to mitigate GSMA referenced attack is needed for EPS also. 

4
Potential Solutions 

To address the published theoretical security threat from standards perspective, more dedicated solution or combination of the solutions from the list below to be considered to mitigate such attacks in Rel-15 and Rel-16 UEs:

1. To separate and protect sensitive traffic (like DNS, ICMP) in a dedicated PDU sessions that support UP IP, for 5GS. (Solution #1, TR 33.853)
2. Recommend to use DNS security specified in RFCs [4] or [5] or [6] above, for LTE networks.
SA3 have to respond to the identified vulnerability incrementally, therefore study on the following to be considered and continued, in the upcoming releases, as to future strengthen the security of 5G networks and UEs:

· Performance impacts in activation of the UP IP at full data rate (considering all possible mechanism to achieve it, like reporting and action for a consecutive failed integrity check for maintaining the QoE/QoS). 

· Re-designing the UP security policy, for example, from per PDU session to per DRB within the PDU session and support for activation/deactivation at any time within a PDU session. 
· Avoiding UE camping on the false base station (which is the main issue, which empowers all such attacks). 

5
Conclusion

SA3 is kindly requested to endorse the following proposals and to develop interim solution(s) that can mitigate the GSMA referenced threats in Rel-16:

Proposal #1: SA3 needs to perform more study on the issues (like failure handling, failure reporting, performance analysis) in collaboration with other WGs to activate UP IP at full data rate in the upcoming releases for maintaining QoS/QoE.
Proposal #2: Considering the Rel-16 time limitation and the amount of work required on further study in activating UP IP at full data rate properly, SA3 need to identify interim solutions for Rel-16 on how best the threats (on DNS and ICMP) can be mitigated when UP IP is disabled.
Proposal #3:  Current 64 kbps UPIP capability is too limited. SA3 should decide to have more granularities for UP IP capabilities and should request RAN2/CT1 work on defining more granularity for UPIP data rates for Rel-16. 
Proposal #4:  Interim solutions to mitigate GSMA referenced attack is needed for EPS also. 

In order to mitigate GSMA referenced threats, companion CRs S3-201296 and S3-201295 are proposed for 5GS and EPS respectively.

